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[bookmark: _Toc227607551]1. Purpose
Sibling Kinship exists to support sibling kinship carers and dependent siblings across England and Wales through online counselling, peer support and practical guidance. Because we work digitally, we need clear rules to keep everyone safe, respected and supported.

1. Sibling Kinship supports digital methods of communication wherever appropriate. 
2. Digital meetings are an effective use of time and facilitate inclusion where individuals may otherwise be unable to participate. 
3. Digital communication can play an important role in helping fit groups around service users’ everyday lives and in maintaining ongoing communications between service users, volunteers and staff. This is especially important during periods of isolation, including national lockdown where digital group or session may be the only option.
4. This policy sets out the Charity’s approach to supporting digital working life.   It is high level and generic, covering basic principles. Given rapid advances in technology and the constant availability of new products, confirmation should be sought from the Charity on the latest preferred platforms.

This agreement sets expectations for:
1. respectful online behaviour,
2. confidentiality and privacy,
3. online safety and safeguarding,
4. boundaries and appropriate contact,
5. what happens if this agreement is not followed.

[bookmark: _Toc225642765][bookmark: _Toc227607552]Duties
1. Chief Executive Officer – has overall responsibility for ensuring the personal data of individuals is processed in accordance with the law. 
2. All staff – ensure personal responsibility for the safe and confidential processing of information about individuals.
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All online spaces run by Sibling Kinship are guided by our core values:
· Empowerment: Helping individuals to build confidence, resilience, and independence.
· Equality: Ensuring all sibling kinship families receive fair, consistent access to support regardless of geography, age, or background.
· Promoting Wellbeing: Prioritising the mental, emotional, and financial health of those we serve.
· Partnership Working: Collaborating with other organisations, referral agencies, and communities to maximise our collective impact.

[bookmark: _Toc227607554]3. Expected standards of behaviour (everyone)
When using Sibling Kinship online services, you agree to:
1. Be respectful
· Speak to others politely and with care, even when discussing difficult experiences.
· Allow people time to talk and avoid interrupting, dominating or dismissing others.

2. No discrimination or harassment
· We do not allow racist, sexist, homophobic, biphobic, transphobic, ableist, ageist or otherwise discriminatory language or behaviour.
· Bullying, intimidation, sexual harassment, threats or hate speech will result in immediate action.

3. No violence, threats or illegal content
· Threats of harm, encouragement of self-harm, or sharing illegal content is not permitted and may be reported to statutory services/police if required.

4. Be responsible with advice
· Peer support is not professional advice. Do not present yourself as a professional (e.g., therapist, solicitor) unless you are formally representing Sibling Kinship in that role.
· Avoid telling others what they “must” do. Share what helped you and encourage people to seek appropriate professional support.

5. Arrive prepared
· Join sessions on time (or let us know if you cannot).
· Participate from a private space where possible (see Section 5).

6. Use appropriate names and profiles
· Use your real first name (or agreed pseudonym for safety) in groups.
· Profile pictures/usernames must not be offensive or identify other people without consent.

[bookmark: _Toc227607555]4. Confidentiality rules (clients and group participants)
[bookmark: _Toc225642766]Basic principles to support remote digital working – Confidentiality is essential to safety and trust.
1. Printouts or documents containing personal or other confidential data must not be displayed where they can be seen by unauthorised persons. When transporting equipment or files these should not be left unattended in any location, and never left in plain sight in unsecured office areas, cars, public areas, public transport or hotels. 
2. Where an employee/volunteer is working from home, they should use the same principles which would apply in a public area when viewing and storing documents. Any confidential information should not be visible to other people who may live in the home.
3. Documents must be securely shredded to Charity standards as soon as they are no longer required. If this is not possible they should be returned using a secure delivery method to the Charity address for secure disposal. Delivery methods include Royal Mail Special Delivery, equivalent, or self-delivery. Arrangements should be made each time for their safe receipt and storage.
4. When not in use any print outs or documents must be locked away in a secure container/cupboard.
5. If data is stored on a memory stick it should be a Sibling Kinship approved encrypted one.
6. Laptops and other devices must be encrypted.
7. Work related emails containing sensitive information must not be sent to personal email addresses. Where it is necessary to send sensitive information to a client, email [secure] should be used to ensure the material is encrypted. 

[bookmark: _Toc227607556]4.1 What you must keep confidential
In counselling sessions and peer support groups you must not share outside the session:
· names or identifying details of other participants,
· anything said by other participants,
· screenshots, recordings, chat logs, or personal stories shared in confidence.
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· No recording (audio or video) of any session is permitted by participants.
· No screenshots are permitted.
· If recording is ever required for a specific purpose (e.g., training), this will only happen with written consent from all parties in advance. Sibling Kinship’s default position is not to record.

[bookmark: _Toc227607558]4.3 Limits to confidentiality (safeguarding)
Sibling Kinship may have to share information without consent if:
· a child is at risk of harm or has been harmed,
· a vulnerable adult is at risk of abuse or neglect,
· there is a serious and immediate risk to someone’s life,
· disclosure is required by law (e.g., court order).

We will try to be transparent and discuss this with you where it is safe to do so.

[bookmark: _Toc227607559]5. Online safety and privacy expectations
To protect your privacy and wellbeing, you agree to:
1. Choose a private space
· Join from a room where others cannot overhear where possible.
· Consider using headphones.

2. Protect your device
· Use a password/PIN.
· Do not use shared devices if it risks others accessing your emails/messages/session links.

3. Do not share links
· Session links are for the named participant(s) only. Do not forward them.

4. Children/third parties
· Do not allow other people (including children) to sit in or listen unless this has been explicitly agreed as part of the session (e.g., family work).

5. If you feel unsafe
· If someone enters the room, you can pause, mute, turn off your camera, or ask to reschedule.

[bookmark: _Toc227607560]5.1 Chair responsibilities:
· Ensures the security and confidentiality of the digital meeting space
· Checks the identity of participants and ensure it is appropriate for them to attend
· Confirms housekeeping rules
· Explains how to use functions contained within the digital platform
· Ensures control and inclusiveness by managing Chat comments and raised Hands

[bookmark: _Toc227607561]5.2 Participant responsibilities:
· Participants must able to use digital meeting technology from the commencement of the meeting. Participants are encouraged not wait until the meeting/group starts to discover there are barriers to participation. If unsure, attempt a dummy session prior to the meeting or seek help which may be from the Chair or other colleagues. 
· To encourage engagement and participation, such as cameras being switched on wherever possible. 
· Adhere to any housekeeping rules set out by the Chair
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· In large meetings the Chair may control the meeting by use of the ‘Mute all’ or other functionality
· In large meetings where there are connection issues the Chair may ask that video cameras are switched off
· The Chair may ask individuals to confirm attendance by adding their name in the Chat function 
· The Chair may ask individuals to use the ‘Raise hand’ function prior to speaking
· It is good practice to use the mute button when not speaking to avoid background noise
· It is good practice to use the chat function (either to the group or an individual) to reduce distraction from the main discussion 
· Ensure that raised hands are removed once the point to be made has been discussed
· Use screen share to discuss a paper or agenda item and remove the item from screen share when viewing is no longer necessary

[bookmark: _Toc227607563]6. Professional boundaries and contact
To keep services safe and fair:
· Sibling Kinship staff/volunteers/counsellors will communicate through official channels (e.g., charity email/phone, approved platforms).
· We do not accept or initiate personal social media connections with clients (e.g., “friend requests”).
· Contact outside sessions should be limited to scheduling and essential service communication unless otherwise agreed within a support plan.
· Sibling Kinship does not provide a 24/7 crisis service. In an emergency, call 999 (or relevant urgent NHS/crisis services).
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1. Groups and consultations may be undertaken by telephone, video calls on smartphones or computer / tablet / smart-phone based platforms. 

2. Activities which might be undertaken virtually include:
· Screening assessments
· Initial sibling kinship assessments
· Mental health and counselling suitability assessments
· Risk assessments
· Individual therapy sessions 
· Sibling/Group therapy
· Progress review meetings 
· Peer support groups. 
· Group appointments
· Therapeutic webinars
· Staff training and staff meetings 
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1. Service users must be actively involved in considering options for contact prior to any digital group/session taking place. Where appropriate they should be supported throughout their initial assessments (screening assessment and initial sibling kinship assessment) to develop digital skills to enable this. 

2. Points for consideration may include:
· Has this individual made good use of technology previously?
· Is the individual likely to find a place where they can safely speak, at home, with an appropriate level of privacy
· Is this individual well enough to cope with a virtual group or session currently (capacity to engage with a telephone call or managing the potential physical constraints of being in front of a computer/tablet for a period of time) 
· Will there be limitations in the extent and range of non-verbal communications?
· Is an interpreter needed? This will add a layer of complexity and require more planning
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Discussion points with the client should include:
· A digital group or session is voluntary. Be mindful that not everyone has the technology or technical ability for a digital group/session
· The different platforms available, including video conferencing, apps and telephone. Be guided by your client’s preference. Some platforms are insecure and are not recommended. 
· Client recording. The groups and sessions will not usually be recorded by the facilitator / counsellor but key points and outcomes will be documented in the electronic notes. 
· Clients have a right to record the session, particularly if it aids their understanding. Nonetheless they should be encouraged to make this known prior to any recording taking place as covert recording is not encouraged or endorsed. 
· That although digital groups/sessions are secure the client should ensure they have adequate anti-spyware and anti-virus protection to prevent unauthorised access / eavesdropping. 
· Some digital applications store information locally on the computer being used. Client’s should be mindful if using a public or shared computer. 
· Video calls via mobile phones may only be as secure as any other phone call on that network. 
· If using a shared account with other family members the client must take responsibility for ensuring their information remains confidential. 
· If they are likely to be disturbed by other people in their home, consider locking the door or placing a ‘Do not disturb’ notice to prevent distraction. Professionals should also consider this option to reduce the risk they will be disturbed during a group or session. 
· An agreement as to the best time for a digital group or session – if this is outside normal appointment times. 
· That verbal consent is needed to undertake a digital group/session. 
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Virtual groups/sessions must be planned in advance:
· Agree what platform will be used. 
· Arrange the appointment by phone and follow-up by e-mail with connection instructions. 
· Be absolutely clear about start and end times of the appointment. Virtual groups and sessions may take more time so this should be scheduled in
· Factor in time to read up on the clients history prior to the group/session (key risks may be less apparent without visual cues). Plan your content and structure. 
· Be available to start the group/session on time as late starts can be distressing and anxiety provoking and may cause the recipient to think their technology is not working. 
· Where a telephone group/session is taking place agree who will call whom and on what number. 
· Discuss if information resources will be used during the group/session and if so how this will be done – emailing prior to the session, or screen sharing whilst the session is in progress (ensure the client’s knows how to screen share if they want to share information with you). 
· Agree back up plans if the IT fails. 
· Explain how the software works – chat, raised hand, camera, whiteboard etc and if these will be used. 
· Consider a practice run to ensure the patient is comfortable with the link and know how it works: 
· Check the software works
· Test the hardware works (camera, speaker, microphone) especially if external hardware
· Close unnecessary applications and tabs as this may slow the session down
· Consider the use of headphones to cut out unwanted noise and maximise the sound quality of participants’ voices
· Check the siting of the hardware:
· If there is a window behind you the patient will only see a silhouette rather than your face
· Choose your background carefully, balancing a display of humanity with any risk of breaching confidentiality through personally identifying effects on display. 
· Digital calls / meetings may pick up background noise or interference. Advice the client you may ask them to mute their device whilst not speaking as this may help
· Advise them you may also ask them to turn off the camera if reception is poor
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There should be a plan to mitigate any risks that may occur during the group/session:
· Establish where the person is at the start of the group/session in case the person becomes acutely distressed and emergency action is required to manage acute risk or severe distress. 
· What you would do if a client terminated a session especially if they had intentions to harm themselves or others
· If a client is in crisis do you have a plan to ensure this is followed up after the session (email, another digital session, phone call etc)
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Privacy and confidentiality standards for a digital group/session must be upheld. Sensitive personal information must be safeguarded at all times:
· Ensure there are no disruptions on your part such as children coming into a room or your phone ringing
· Ensure your face, head and shoulders are clearly visible and you adhere to staff dress codes
· Create and join the meeting before the meeting time, late arrive may lead the person to think they have the wrong detail or dysfunctional technology which might cause distress. If you will be late consider sending a message to reassure the person.
· Introduce yourself and provide assurance around your identity. 
· Ask your client to do introduce themselves and confirm their identity and current location.
· Advise the purpose of the session and how long it is likely to last. 
· Confirm the boundaries of confidentiality and ask your client to give verbal consent to hold a digital group/session
· Advise the client they may record sessions if it helps aid their understanding and to let you know if they are. Advise that covert recording is not endorsed or supported
· If you intend to record the session you must seek the explicit consent of the client – advise the purpose of the recording and where you will store it
· Ensure your client is in a private comfortable place where they cannot be overheard. Establish who else is in the client’s environment, this is important where domestic violence may be an issue. Client’s should give verbal consent for others to be in attendance 
· If others are around, agree what you will do if the client (or you) wants to stop the group/session – a raised hand, a simple word or phrase if simply asking for the group/session to pause may be problematic
· Be aware that digital groups/sessions may reduce formality and cause blurring of boundaries. Consider how you will manage this.
· If possible, use a specific web camera positioned at or above your eye level. Always have your camera face on and aim to look into the camera where possible as you would looking into the person’s face. An explicit discussion of this may be helpful where nonverbal communication is having a negative impact on the group/session. 
· Consider formally agreeing a joint agenda for the meeting and using “capsule summaries” (mini summaries of the discussion so far) to aid the structure and flow of the session. 
· Be alert to individuals struggling with the intensity of a virtual group/session and consider shorter sessions where needed or be prepared to extend the session if a slower communication speed requires this. 
· Check understanding and agreement frequently and provide signposting and clarification
· Be alert to what may be lost through constraints on non-verbal communication
· Some individuals, particularly young people, may scroll through their phones or text their friends during a group/session, especially to avoid eye contact or manage their emotions. Have a plan for how you will support an individual if this happens
· Be mindful that you may be scrutinised by your client. Consider your tone, behavioural and emotional cues, and maintain empathy
· At the end of the session consider formally asking for feedback, and if an issue is raised respond receptively and non-defensively
· At the end of the group/session aim to leave the meeting last.  
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You must take appropriate action after a group/session:
· Ensure that the digital session has been closed and you have left the session
· Record details of the session in the system. 
· Handwritten notes must be securely disposed of in accordance with Charity standards
· Take any follow up actions. 

[bookmark: _Toc225642777][bookmark: _Toc227607571]6.7 Group sessions / family counselling
Whilst the above principles apply, there are extra considerations where group sessions or family counselling is taking place.
· Where group (non-family) sessions take place there should be clear boundaries on sharing information and the right to confidentiality
· Participants at non family sessions should be asked not to record sessions as this may affect the right to confidentiality of other participants
· Where there are a large number of participants such as in family counselling, meeting structure is especially important. Ensure participants are aware of processes for speaking and that everyone should be heard. Some platforms include a raised hand symbol, otherwise participants could use the chat function, especially where they may want to raise a private comment
· Participants may not be able to see or hear everyone in a digital group/session. Draw their attention to anyone they may be unable to see or hear
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Peer support groups are supportive spaces, not therapy.

Participants agree to:
· respect time limits and the facilitator’s guidance,
· avoid pressuring anyone to speak or share details,
· avoid giving graphic details that could be distressing (facilitator may interrupt to keep the space safe),
· keep discussion focused on lived experience, coping and support.

Facilitators may:
· remind participants of ground rules,
· pause discussion if it becomes unsafe,
· ask someone to take a break or leave if behaviour is harmful.
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Clients agree to:
· attend sessions sober enough to engage safely,
· not attend while driving or in unsafe environments,
· treat counsellors with respect (abusive behaviour will end the session),
· provide up-to-date emergency contact details and confirm location at the start of sessions if requested (for online safeguarding).

Support / Peer workers and Counsellors agree to:
· work within their competence and ethical framework (e.g., BACP-aligned practice, Social Work England), 
· use secure platforms,
· maintain appropriate boundaries,
· follow Sibling Kinship safeguarding, confidentiality and crisis procedures.
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If a facilitator/counsellor is concerned about immediate risk, they may:
· ask direct questions about safety,
· encourage you to contact emergency services,
· contact your emergency contact/GP (where appropriate and lawful),
· make a safeguarding referral to children’s services/adult safeguarding/police if required.

If technology fails and risk is suspected, we may attempt to contact you by phone/text/email for a welfare check.
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Sibling Kinship will respond proportionately depending on severity.
Possible actions include:
1. Reminder of ground rules (in-session or privately)
2. Formal warning and behaviour expectations
3. Temporary suspension from groups/services
4. Termination of access to groups/services
5. Safeguarding referral / police report (where necessary)
6. Trustee review if the incident is serious or involves reputational risk

Any action taken will be recorded in line with Sibling Kinship policies (e.g., safeguarding/incident reporting).
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Sibling Kinship aims to ensure fair and consistent access. Please tell us about any needs (e.g., captioning, sensory needs, learning difficulties, interpreters). We will make reasonable adjustments where possible within resources.



[bookmark: _Toc227607577]12. Agreement and consent
By signing below, you confirm you have read, understood, and agree to follow this Digital Working Agreement / Code of Conduct.


Name: ____________________________________________

Role: 
☐ Client 
☐ Peer group participant 
☐ Volunteer 
☐ Counsellor 
☐ Staff 
☐ Trustee 
☐ Other: __________

Signature: _________________________________________

Date: ____ / ____ / ______



Staff/Facilitator (if applicable): ________________________

Signature: _________________________________________

Date: ____ / ____ / ______
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