Fraud Prevention Policy

	Version number:
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	Name of Author:
	Christopher Woollard (CEO) 

	Status: 
	Finance / Governance 
Unincorporated Association (est. 2026), seeking CIO registration

	Scope:
	All charity activity including online fundraising, grant income, payments, procurement, expenses, payroll (when applicable), and data-enabled fraud risks (e.g., phishing). 

	Applies to:  
	Trustees, Chair, Treasurer/Finance Lead (if appointed), CEO (if appointed), staff, volunteers,  mentors/coaches, counsellors, student placements, and contractors where they handle money, donations, data, procurement, expenses, or financial decision-making for Sibling Kinship.
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07957 239820
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[bookmark: _Toc226658980]1. Purpose
Sibling Kinship is an online charity supporting sibling kinship carers and dependent siblings in England and Wales. We operate primarily online and will handle sensitive information and charitable funds. Fraud threatens our beneficiaries, our reputation and our ability to deliver services. This policy sets out how we prevent, detect and respond to fraud.

This policy aims to:
· reduce the risk of fraud and financial loss;
· protect beneficiaries, donors and the charity’s resources;
· provide clear responsibilities and reporting routes;
· ensure swift, lawful action if fraud is suspected.

It should be read alongside:
· Internal Financial Controls
· Anti-Bribery and Anti-Money Laundering Policy
· Acceptance/Refusal of Donations Policy & Due Diligence Checklists
· Expenses Policy
· Conflicts of Interest Policy
· Whistleblowing Policy
· Data Protection / Privacy Policy and Data Breach Response Procedure
· Risk Register and Serious Incident Reporting Procedure

[bookmark: _Toc226658981]2. Policy statement
Sibling Kinship has a zero-tolerance approach to fraud. We will:

· maintain strong internal controls proportionate to the charity’s size;
· investigate suspected fraud promptly and fairly;
· report fraud to relevant authorities where required;
· learn from incidents and strengthen controls.

[bookmark: _Toc226658982]3. What is fraud?
Fraud is intentional deception for personal gain or to cause loss to another. It can be internal or external.

Examples include:
· theft of charity money, cash, or equipment;
· false expense claims or inflated invoices;
· misdirecting donations or fundraising proceeds;
· unauthorised use of charity bank account/cards;
· payroll fraud (once staff employed);
· procurement fraud (e.g., awarding contracts to connected parties without declaration);
· manipulating records or reporting false information to funders;
· cyber fraud: phishing, hacked email accounts, fake invoices, impersonation.

[bookmark: _Toc226658983]4. Fraud risk in an online charity context
As an online-first charity, Sibling Kinship is particularly exposed to:
· phishing and email impersonation (e.g., fake “Chair” instructions to transfer funds);
· social media impersonation and fake fundraising pages;
· weak password and account access controls;
· unauthorised access to donor or client data, enabling scams.

Preventing cyber fraud is part of fraud prevention and must be addressed through secure practices and the Data Protection and Information Security procedures.

[bookmark: _Toc226658984]5. Responsibilities
[bookmark: _Toc226658985]5.1 Board of Trustees
The Board will:
· approve and review this policy annually;
· ensure appropriate internal controls and segregation of duties;
· review fraud risks through the risk register;
· oversee investigation outcomes and serious incident reporting.

[bookmark: _Toc226658986]5.2 Chair / Founder
The Chair will:
· implement Board-approved controls in day-to-day operations (Phase One);
· ensure delegated authority limits are;
· escalate suspected fraud to the Board and Treasurer (if appointed).

[bookmark: _Toc226658987]5.3 Treasurer/Finance Lead (if appointed)
The Treasurer will:
· monitor transactions and bank reconciliations;
· maintain financial records and audit trails;
· oversee expenses processes and verification;
· report concerns to the Board promptly.

[bookmark: _Toc226658988]5.4 CEO/staff (Phase Two onwards)
Will follow financial controls, procurement rules and report concerns promptly.

[bookmark: _Toc226658989]5.5 All trustees, staff and volunteers
Everyone must:
· act honestly and with integrity;
· follow policies and controls;
· protect charity assets (including digital accounts and data);
· report any suspicion of fraud immediately.

[bookmark: _Toc226658990]6. Fraud prevention measures (controls)
[bookmark: _Toc226658991]6.1 Segregation of duties (“two-person principle”)
Where possible:
· no single person should control all stages of a financial transaction (request → approval → payment → reconciliation).
· payments should require two-authoriser approval (banking system permitting), or at minimum a second trustee review for medium/high payments.

[bookmark: _Toc226658992]6.2 Authorisation thresholds
Spending and contractual commitments must follow:
· Board Reserved Powers Policy
· Delegated Authority Schedule
· Internal Financial Controls

[bookmark: _Toc226658993]6.3 Banking controls
Once a charity bank account exists:
· restrict bank access to authorised signatories only;
· enable MFA and secure credentials;
· review signatories quarterly and remove access when roles end;
· perform monthly bank reconciliations.

[bookmark: _Toc226658994]6.4 Procurement and supplier checks
· use written agreements/contracts for significant spend;
· obtain comparison quotes for material purchases where feasible;
· check conflicts of interest and record them;
· verify supplier bank details using a trusted, independent contact method.

[bookmark: _Toc226658995]6.5 Expenses controls
· receipts required for reimbursement;
· pre-approval for certain expense categories;
· expenses must be approved by someone other than the claimant.

[bookmark: _Toc226658996]6.6 Donations and fundraising controls
· use reputable fundraising platforms;
· monitor for fake or impersonation pages;
· apply donation due diligence for medium/high or risky donations;
· keep accurate records of donations, restrictions, and Gift Aid (when applicable).

[bookmark: _Toc226658997]6.7 Cyber fraud prevention (minimum)
· MFA on email/social accounts where possible;
· strong passwords stored securely;
· caution with links and attachments;
· verify payment requests by phone using known numbers (not email reply);
· do not share bank details publicly except through official secure pages.

[bookmark: _Toc226658998]7. Recognising fraud “red flags”
Be alert to:
· urgent requests to transfer money, especially “confidential” requests;
· changes to supplier bank details by email;
· missing invoices/receipts or repeated “lost receipt” claims;
· unusual patterns in expenses or cancellations/refunds;
· fundraising pages using our name but not linked from our official website;
· unexpected messages from “platform support” asking for passwords.

If in doubt, pause and escalate.

[bookmark: _Toc226658999]8. Reporting suspected fraud (what to do)
If you suspect fraud or attempted fraud:
1. Do not confront the suspected person.
2. Do not investigate beyond preserving evidence.
3. Preserve evidence: emails, messages, screenshots, bank references, invoices.
4. Report immediately to:
a. Chair: siblingkinship@outlook.com | 07957 239820
b. Treasurer/Finance Lead (if appointed): __________________________
5. If the concern involves the Chair, report to another trustee (per Whistleblowing Policy):
a. Alternate trustee contact: ________________________________

Reports can be made under the Whistleblowing Policy if needed.

[bookmark: _Toc226659000]9. Response and investigation procedure
On receipt of a fraud concern, the Chair/Treasurer (or Board) will:

[bookmark: _Toc226659001]9.1 Immediate containment
· suspend relevant transactions or access rights;
· change passwords and secure accounts (if cyber-related);
· contact bank/platform immediately if funds may be at risk;
· isolate affected systems (where appropriate).

[bookmark: _Toc226659002]9.2 Assessment and investigation
· appoint an investigator (trustee not conflicted);
· review records, transactions, communications;
· document all actions and findings;
· maintain confidentiality and fairness.

[bookmark: _Toc226659003]9.3 Outcomes
Actions may include:
· recovery action (bank chargebacks, platform reports);
· disciplinary action (staff) or ending volunteer involvement;
· trustee conduct action/removal procedures (where applicable);
· reporting to police, Action Fraud, the bank, funders;
· reporting to regulators (Charity Commission serious incident reporting once registered; ICO if data impacted).

[bookmark: _Toc226659004]9.4 Communication
· Keep Board informed.
· Notify funders/donors where required and appropriate.
· Inform affected individuals if there was a data element (GDPR breach notification rules apply).

[bookmark: _Toc226659005]10. Record keeping
Sibling Kinship will maintain a confidential Fraud Incident Log including:
· date and nature of concern,
· actions taken and outcomes,
· financial impact (estimated/actual),
· reporting made to external bodies,
· learning and control improvements.

Records will be retained in line with the Records Retention Schedule.

[bookmark: _Toc226659006]11. Protection for reporters
Sibling Kinship will not tolerate retaliation against anyone who reports a fraud concern in good faith. Concerns may be raised under the Whistleblowing Policy.

[bookmark: _Toc226659007]12. Review and learning
After any incident or near miss, the Board will:
· review root causes and weaknesses;
· update internal controls and training;
· update policies and the risk register.

This policy is reviewed annually and as the charity grows (e.g., hiring staff, grant-making, in-person events).
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