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[bookmark: _Toc227612259]1. Purpose
To ensure Sibling Kinship:
· shares personal data lawfully, safely and minimally,
· protects client confidentiality and safeguarding information,
· uses consistent security settings for online delivery (Teams), web intake (Wix), and communications (email/phone),
· reduces the risk of data breaches and unauthorised access.

[bookmark: _Toc227612260]2. Core rules (apply everywhere)
1. Minimum necessary: only collect/share what is needed for the purpose.
2. Need-to-know access: only authorised people access client information.
3. Use approved channels: do not use personal social media DMs for sensitive client info.
4. No sensitive detail by default in email: use email for admin and signposting; use secure notes system for clinical detail.
5. Verify identity before sharing personal data (especially by phone/email).
6. Record what you shared and why where it is safeguarding-related or significant.
7. Escalate uncertainty to DPL/DSL before sharing.

[bookmark: _Toc227612261]3. Data sharing: when we share and the lawful basis
Sibling Kinship may share data under:
· Consent (client agreement) — preferred for routine liaison
· Legal obligation / safeguarding — when a child/vulnerable adult is at risk
· Vital interests — immediate risk to life
· Legitimate interests — limited internal governance/admin where rights are protected

Before sharing, ask:
· What is the purpose?
· Is consent needed/available?
· Is the sharing proportionate and necessary?
· Could the goal be met with anonymised information?

[bookmark: _Toc227612262]4. Data Sharing Checklist (complete before sharing externally)
For any external share beyond routine admin, confirm:
☐ Identity of recipient verified (name, role, organisation, official contact method)
☐ Purpose is clear and documented
☐ Lawful basis confirmed (consent/legal/vital/legitimate)
☐ Minimum necessary information only
☐ Safer method chosen (encrypted/secure where possible)
☐ The client has been informed (unless doing so increases risk)
☐ A record is made of what was shared, when, and by whom

[bookmark: _Toc227612263]5. Microsoft Teams — secure session procedure
[bookmark: _Toc227612264]5.1 Meeting setup
· Use organisational/charity-controlled accounts wherever possible (not personal accounts).
· Send meeting links only to the intended participant(s).
· Use calendar invites carefully; double-check recipients.

Recommended controls (where available):
· Enable waiting room/lobby so the host admits attendees.
· Restrict who can present/share screen (host only unless needed).
· Disable recording for participants; remind all “no recording” in the working agreement.
· Lock meeting after all expected participants join (if platform supports).
· Remove unauthorised attendees immediately.

[bookmark: _Toc227612265]5.2 At session start (mentoring/counselling)
· Confirm participant identity (name/DOB or agreed identifier).
· Confirm participant location (address/postcode) if required for emergency planning.
· Check privacy: “Are you somewhere private? Is anyone else in the room?”

[bookmark: _Toc227612266]5.3 If an unauthorised person joins
· End/lock the session; remove the person.
· Do not discuss personal info until only authorised attendees are present.
· Record incident and assess as potential data breach; notify DPL.

[bookmark: _Toc227612267]5.4 Chat and file sharing
· Avoid sharing sensitive documents in Teams chat.
· If you must share a document, ensure it contains minimal personal data and correct permissions.

[bookmark: _Toc227612268]6. Wix website/forms — secure intake procedure
· Use HTTPS (standard) and strong admin passwords.
· Limit admin access to trustees who require it.
· Use role-based access where possible.
· Collect only what is needed at sign-up (e.g., name, contact, general support need).
· Avoid collecting extensive mentoring/counselling history via web forms; gather sensitive info in session/secure process.
· Check form settings so submissions go to the correct official email inbox.
· Regularly export and securely store essential data; then delete old submissions in Wix according to retention schedule (where feasible).

Spam and bots
· Enable CAPTCHA/anti-spam tools where available.
· Do not open suspicious attachments; forward suspicious messages to the DPL.

[bookmark: _Toc227612269]7. Email, phone and messaging — secure communications
[bookmark: _Toc227612270]7.1 Approved channels
· Use charity email accounts for service communications.
· Use the charity phone for service contact when available (as per business plan).
· Avoid WhatsApp/personal social media for service delivery; if used temporarily, keep content minimal and transfer essential info to secure records ASAP.

[bookmark: _Toc227612271]7.2 Identity verification (email/phone)Before disclosing personal data:
· confirm at least two identifiers (e.g., full name + DOB / postcode / agreed security question).

[bookmark: _Toc227612272]7.3 Email hygiene
· Double-check addresses before sending.
· Use BCC for group emails/newsletters where appropriate (or use newsletter tools).
· Do not include sensitive clinical/safeguarding details in subject lines.
· Consider password-protecting attachments containing personal data and sending password separately.

[bookmark: _Toc227612273]7.4 Attachments and documents
· Prefer secure links with restricted access over attachments (where possible).
· If using attachments, label with version/date and keep minimal information.

[bookmark: _Toc227612274]8. Storage, access and devices (information security)
· Store records in access-controlled storage approved by the DPL (not scattered across personal devices).
· Use password/PIN and auto-lock on devices.
· Enable multi-factor authentication on email and key systems where possible.
· Do not download client lists/notes onto personal devices unless explicitly authorised and protected.
· Never use public/shared computers for accessing Sibling Kinship records.

[bookmark: _Toc227612275]9. Anonymisation and pseudonymisation (impact and reporting)
For monitoring outcomes and funding reports:
· remove direct identifiers (name, address, DOB).
· use a unique code (e.g., SKC-001) for internal linking if needed.
· aggregate results wherever possible (counts/percentages) instead of individual stories.
· obtain explicit consent for any case study/story that could identify someone.

[bookmark: _Toc227612276]10. Data breach triggers and escalation
Treat any of the following as a potential breach and notify the DPL:
· wrong recipient email/link
· lost/stolen device
· account compromise/phishing
· unauthorised Teams attendee
· accidental public posting of identifiable info
· inappropriate access by an insider

Follow the Data Breach Response Procedure and complete the Breach Report Form.

[bookmark: _Toc227612277]11. Training and compliance
· All trustees/staff/mentors/counsellors/volunteers must read and follow this procedure.
· Induction includes: basic GDPR, phishing awareness, secure Teams practice, and safe information sharing.
· Annual refresher and spot checks as required.
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This procedure is reviewed:
· annually, and
· immediately after any significant breach, platform change, or service expansion (e.g.,/young people mentoring and counselling).
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