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[bookmark: _Toc226494061]1. Purpose
This procedure sets out how Sibling Kinship will prevent, identify, manage, document and (where required) report personal data breaches in line with the UK GDPR and Data Protection Act 2018.

[bookmark: _Toc226494062]2. What is a personal data breach?
A personal data breach is a security incident leading to the accidental or unlawful:
· destruction, loss or alteration of personal data, or
· unauthorised disclosure of, or access to, personal data.

Examples:
· Sending an email containing client information to the wrong recipient
· Losing a device with personal data on it
· A hacked email account
· Accidental sharing of meeting links leading to unauthorised attendance
· Inappropriate access to confidential mentoring/counselling notes
· Publishing identifiable information on social media/website unintentionally.

[bookmark: _Toc226494063]3. Roles and responsibilities
All personnel must:
· act immediately to contain any suspected breach,
· notify the DPL without delay,
· preserve evidence (do not delete emails/logs unless instructed).

Data Protection Lead (DPL):
· coordinates response and risk assessment,
· decides on ICO reporting and notifying affected individuals,
· maintains the breach log and reports trends to the Board.

Designated Safeguarding Lead (DSL):
· is consulted where the breach creates safeguarding risk (e.g., location disclosure of a vulnerable person, child protection case info, perpetrator risk).

Board of Trustees:
· receives summaries of breaches and remedial actions,
· approves major changes to systems and controls.

[bookmark: _Toc226494064]4. Immediate actions (containment) — do now
As soon as you suspect a breach:
1. Stop and contain
· If an email was mis-sent: immediately email the recipient asking them to delete it and confirm deletion. If possible, attempt recall (not always reliable).
· If a device is lost/stolen: report to DPL; enable remote wipe if available; change passwords immediately.
· If an account is compromised: change passwords; log out of all sessions; enable MFA; contact platform support (e.g., Microsoft).
· If a Teams link was shared publicly: cancel the meeting; issue new link; review permissions/waiting room settings.

2. Do not escalate harm
· Do not discuss details widely.
· Do not attempt to “fix” by deleting records/evidence.

3. Notify the DPL immediately
· Email: siblingkinship@outlook.com
· If urgent/high risk (e.g., safeguarding or threat to safety), phone: 07957 239820

[bookmark: _Toc226494065]5. What to include when reporting internally
Provide as much of the following as you can:
· your name/role and contact details
· date/time the breach occurred and date/time discovered
· what happened (plain description)
· type of data involved (names, contact details, mentoring/counselling notes, safeguarding records etc.)
· approximate number of people affected
· whether children/vulnerable adults are affected
· who has/received access to the data (if known)
· what containment steps have already been taken
· any immediate risks (e.g., location disclosure; domestic abuse context)

[bookmark: _Toc226494066]6. DPL assessment (risk triage)
The DPL will assess:
· Nature of data: special category (health), safeguarding, addresses, DOB, financial info
· Sensitivity: mentoring/counselling notes and safeguarding records are high sensitivity
· Identifiability: is data directly identifiable or anonymised/pseudonymised?
· Volume: number of individuals affected
· Access: who accessed it (trusted partner vs unknown) and likelihood of misuse
· Impact risk: likelihood and severity of harm (distress, identity fraud, coercion, reputational harm, physical harm)
· Safeguarding risk: whether disclosure could place a person at risk from others

The DPL will document rationale for every decision, including when reporting is not required.

[bookmark: _Toc226494067]7. ICO reporting threshold and timeline (72 hours)
Sibling Kinship will report the breach to the ICO within 72 hours of becoming aware if it is likely to result in a risk to the rights and freedoms of individuals.

If reporting is delayed, the DPL will document the reasons.

If the breach is unlikely to result in risk, we will not report to the ICO but will still log the incident internally.

[bookmark: _Toc226494068]8. Notifying affected individuals
Sibling Kinship will notify affected individuals without undue delay when the breach is likely to result in a high risk to their rights and freedoms.
The notification will:
· explain what happened (in clear language),
· describe what information was involved,
· explain likely consequences,
· advise steps the person can take to protect themselves,
· explain what we are doing to mitigate harm,
· provide a point of contact for support/questions.

If direct notification would involve disproportionate effort, we will consider alternative measures (e.g., prominent website notice) but given our small scale, direct contact is usually feasible.

[bookmark: _Toc226494069]9. Safeguarding-related breaches
If the breach could increase risk to a child or vulnerable adult (e.g., disclosure of address to an alleged perpetrator), the DPL will consult the DSL immediately and consider:
· urgent safety planning with the affected person,
· contacting police or safeguarding services (where necessary),
· restricting further contact methods (e.g., safe email/phone).

[bookmark: _Toc226494070]10. Documentation — breach log (mandatory)
All breaches and near misses must be logged, including:
· incident reference number,
· date/time discovered,
· summary and data types,
· individuals affected,
· containment actions,
· ICO/individual notifications (if any),
· outcomes and remedial actions,
· lessons learned.

[bookmark: _Toc226494071]11. Post-incident review and prevention
Within 10 working days (or sooner if high risk), the DPL will lead a review to determine:
· root cause (process, training, technical controls),
· required corrective actions (e.g., MFA, improved access controls, templates, training),
· whether policies need updating,
· whether trustees need to approve additional security measures.

[bookmark: _Toc226494072]12. Training and awareness
All trustees, mentors, coaches, staff, counsellors and volunteers must receive a basic induction on this procedure.
Refresher training will be completed at least annually or after significant incidents.
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