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[bookmark: _Toc227611596]1. Purpose
Sibling Kinship is the first dedicated service for sibling kinship families in England and Wales. We operate primarily online, providing mentoring, counselling, peer support and practical guidance, and we campaign to raise awareness of sibling kinship care. Social media is a key tool for reaching families and building referral pathways, so it must be used safely, ethically and consistently.

This policy sets out how Sibling Kinship will use social media to:

	•	raise awareness of sibling kinship care and the charity’s services;
	•	share helpful information and signposting;
	•	build community and referral partnerships;
	•	protect beneficiaries, the charity’s reputation and public trust;
	•	comply with safeguarding, confidentiality, GDPR, and fundraising standards.

[bookmark: _Toc227611597]2. Principles and values
All social media activity will reflect Sibling Kinship’s core values:
Empowerment: content should encourage hope, confidence and practical support.
Equality: inclusive language; accessible content; no discrimination.
Promoting wellbeing: trauma-informed tone; avoid graphic content.
Partnership working: respectful collaboration and accurate signposting.

[bookmark: _Toc227611598]3. Roles and responsibilities
[bookmark: _Toc227611599]3.1 Board oversight
The Board is responsible for:
	•	approving this policy and reviewing it annually;
	•	overseeing reputational risk and high-profile campaigns;
	•	ensuring safeguarding and data protection arrangements are upheld.

[bookmark: _Toc227611600]3.2 Social Media Lead (named role)
The Board will appoint a named Social Media Lead (trustee/staff/volunteer) responsible for day-to-day management.

Social Media Lead: ____________________________
Backup/cover: _________________________________

Duties include:
	•	content planning and scheduling;
	•	ensuring posts align with approved tone and safeguarding principles;
	•	moderating comments/messages and applying group guidelines;
	•	escalating safeguarding concerns to the DSL;
	•	maintaining access controls and secure passwords.

[bookmark: _Toc227611601]3.3 Approved posters
Only authorised individuals may:
	•	post from official Sibling Kinship accounts;
	•	respond publicly to comments on behalf of the charity;
	•	moderate groups/pages.

A list of authorised users and access levels will be maintained by the Chair or Social Media Lead.

[bookmark: _Toc227611602]4. Official accounts and governance
	•	All official accounts must be created using charity-controlled contact details (charity email and, where possible, charity phone).
	•	Account passwords must be strong, unique, and stored securely.
	•	Multi-factor authentication (MFA) must be enabled wherever available.
	•	Access must be removed promptly when a trustee/staff/unteer leaves.

[bookmark: _Toc227611603]5. Content standards (what we post)

[bookmark: _Toc227611604]5.1 Allowed content
Sibling Kinship social media may include:
· service information (how to register, mentoring/counselling/peer support availability, waiting list updates);
· educational posts about sibling kinship care and challenges (grief, finances, parenting role changes, isolation, housing);
· signposting to reputable external services (NHS, local authority resources, kinship charities);
· fundraising appeals and grant updates (in line with fundraising policies);
· newsletters and website articles;
· awareness campaigns and key dates;
· partnership announcements (with permission);
· anonymised impact statements (numbers, themes) and carefully consented case studies.

[bookmark: _Toc227611605]5.2 Tone and style
· Use clear, supportive, non-judgemental language.
· Be trauma-informed: avoid sensationalism, blame, or graphic detail.
· Avoid making promises about outcomes (e.g., “we will fix this”)—be realistic about capacity and waiting lists.
· Avoid political party endorsements; campaigning must remain within charity rules.

[bookmark: _Toc227611606]5.3 Accuracy
· Verify facts before posting (especially benefits/legal information).
· Where discussing law/policy, present as general information and signpost to authoritative sources.
· Correct errors promptly and transparently.

[bookmark: _Toc227611607]6. Safeguarding and confidentiality on social media
[bookmark: _Toc227611608]6.1 No mentoring/counselling via social media
Sibling Kinship does not provide mentoring/counselling through social media DMs or comments. Social media can:
· acknowledge contact,
· provide signposting and crisis information,
· direct people to the website registration form or official email/phone.

[bookmark: _Toc227611609]6.2 Handling disclosures and safeguarding concerns
If someone discloses abuse, exploitation, neglect, domestic abuse, suicidal ideation, or child safety concerns via social media:

1. Do not ask for detailed information publicly.
2. Encourage the person to move to a safer channel (email/phone) where appropriate.
3. Provide immediate crisis signposting if risk is acute (999, NHS 111, Samaritans 116 123).
4. Screenshot and record the message securely (minimum necessary) for safeguarding logs.
5. Notify the DSL immediately and follow safeguarding procedures.

If a child may be at immediate risk, the DSL may contact statutory agencies/police.

[bookmark: _Toc227611610]6.3 Confidentiality rules
Never post:
· identifying details of service users (names, faces, locations, schools);
· screenshots of messages/comments containing personal data;
· any mentoring/counselling content or session details;
· internal safeguarding information.

[bookmark: _Toc227611611]6.4 Case studies and images
· Use case studies only with explicit written consent, and only if risks have been assessed (including digital footprint and identification risk).
· Consider additional safeguards for sibling kinship families who may have complex family conflict.
· If consent is withdrawn, remove content where possible.

[bookmark: _Toc227611612]7. Data protection (GDPR) and direct messages
· Treat DMs as personal data.
· Collect minimal information; move conversations to secure channels for referrals.
· Do not store sensitive data in social media chat histories where avoidable.
· Maintain a secure record that a person contacted us and the action taken (without copying extensive sensitive content).
· Follow the Records Retention Schedule and Data Protection Policy.

[bookmark: _Toc227611613]8. Moderation and community management
[bookmark: _Toc227611614]8.1 Moderation approach
We aim to create a respectful, supportive space. Moderation may include:
· removing comments that breach guidelines,
· limiting or blocking repeat offenders,
· closing comments on sensitive posts.

[bookmark: _Toc227611615]8.2 Content that will be removed (and may trigger further action)
· hate speech, discrimination or harassment;
· threats, intimidation, doxxing, or incitement of violence;
· sexually explicit content;
· spam, scams, fundraising fraud or impersonation;
· graphic descriptions of violence/abuse that may harm others;
· misinformation that may create risk (especially regarding benefits, safeguarding, legal issues);
· sharing personal data of others without consent.

[bookmark: _Toc227611616]8.3 Dealing with distressing or high-risk content
If a post/comment suggests immediate risk to life:
· respond with crisis signposting promptly,
· alert DSL,
· consider whether emergency services should be contacted (note limitations: we may not know location/identity).

[bookmark: _Toc227611617]9. Complaints and reputational issues on social media
· Do not argue online or respond defensively.
· Acknowledge concerns politely and invite the person to use the Complaints Policy route (email/phone).
· For serious complaints or accusations, refer to Chair/Board and respond only with an approved statement.
· Keep records of abusive or threatening communications and escalate to DSL/police where necessary.

[bookmark: _Toc227611618]10. Fundraising and ethical standards
Where fundraising is promoted:
· be transparent about what funds will be used for (e.g., maintaining online services, expanding mentoring/counselling, peer support, future grants);
· comply with donation acceptance/refusal policy and fundraising ethics;
· ensure Gift Aid messages are accurate once HMRC registered;
· do not pressure individuals to donate.

[bookmark: _Toc227611619]11. Campaigning and political activity
Sibling Kinship may campaign to raise awareness and advocate for better support for sibling kinship carers. Social media campaigning must:
· support the charity’s charitable purposes;
· remain non-party political;
· be factual and respectful;
· be approved by the Board where campaigns are significant, controversial or reputationally sensitive (per Reserved Powers Policy).

[bookmark: _Toc227611620]12. Use of personal social media by trustees/staff/volunteers
People involved with Sibling Kinship may mention their role on personal accounts, but must:
· make clear when opinions are personal and not official statements;
· not disclose confidential information or identify service users;
· avoid posting content that could bring the charity into disrepute or undermine public trust;
· not engage in hostile online disputes connected to Sibling Kinship;
· not contact service users through personal social media.

If you are unsure whether a post is appropriate, do not post; seek guidance from the Social Media Lead or Chair.

[bookmark: _Toc227611621]13. Security and access control
· Use strong passwords and MFA.
· Limit admin access to minimum necessary people.
· Review account access quarterly.
· Report suspected hacking/phishing immediately to the Data Protection Lead and follow the Data Breach Response Procedure.

[bookmark: _Toc227611622]14. Record keeping and audit
The Social Media Lead will maintain:
· a basic content calendar (optional but recommended);
· records of significant moderation actions (e.g., bans for harassment or safeguarding reasons);
· screenshots/records of safeguarding-related disclosures (minimum necessary) shared to DSL securely.

[bookmark: _Toc227611623]15. Breaches of this policy
Breaches may result in:
· removal of posting/admin privileges,
· training and supervision,
· disciplinary action (staff),
· ending a volunteer relationship,
· trustee conduct action,
· escalation to DSL and/or external agencies if safeguarding or legal issues arise.

[bookmark: _Toc227611624]16. Review
This policy will be reviewed annually and when:
· new platforms are introduced,
· the charity begins working directly with children/young people at scale,
· significant incidents occur (safeguarding, data breach, reputational event).

Appendix A (optional): Standard responses (copy/paste)

A1. Crisis response (comment/DM):“Thanks for reaching out. We’re really sorry you’re going through this. Sibling Kinship isn’t an emergency service. If you or someone else is in immediate danger please call 999. If you’re in crisis you can contact NHS 111 or the Samaritans on 116 123. If you’re safe to do so, you can also email us at siblingkinship@outlook.com or register via our website for support.”

A2. Move to private channel:“Thanks for your message. For your privacy we can’t discuss personal situations in comments. Please email siblingkinship@outlook.com or use our website form, and we’ll respond as soon as we can.”

A3. Complaints signpost:“We’re sorry to hear this. We take feedback seriously. Please email siblingkinship@outlook.com with ‘Complaint’ in the subject line so we can look into it under our Complaints Policy.”
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