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	Name of Author:
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	Status: 
	Governance (data protection)
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	Scope:
	This policy explains how Sibling Kinship collects, uses, stores, shares and protects personal data in line with the UK General Data Protection Regulation (UK GDPR) and the Data Protection Act 2018. 

	Applies to:  
	Trustees, Chair, Treasurer/Finance Lead (if appointed), CEO (if appointed), staff, volunteers,  mentors/coaches, counsellors, student placements, and contractors where they handle money, donations, data, procurement, expenses, or financial decision-making for Sibling Kinship.
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siblingkinship@outlook.com
07957 239820
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[bookmark: _Toc227612166]1. Our commitment
Sibling Kinship is committed to handling personal data lawfully, fairly and transparently. We only collect personal data that we need to deliver our charitable aims: providing advice, support, community and (where funded) mentoring/counselling and practical support to sibling kinship families.

We recognise that the people we support may be vulnerable and may share sensitive information. We take extra care to keep this information secure and to share it only where appropriate.

[bookmark: _Toc227612167]2. Who is responsible for data (Controller)
Sibling Kinship is the Data Controller for the personal data it collects and processes.

Data Protection Lead (DPL): Christopher Woollard (Founder/Chair)
Contact: siblingkinship@outlook.com | 07957 239820

If/when Sibling Kinship becomes a CIO and appoints staff, the Board will review and confirm data protection responsibilities and, if needed, appoint a dedicated Data Protection Officer (DPO) (not normally required for small charities unless large-scale special category processing applies).

[bookmark: _Toc227612168]3. Key definitions (plain English)
· Personal data: information that identifies you (e.g., name, email, phone, address, IP address).
· Special category data: more sensitive information (e.g., mental/physical health, racial/ethnic origin, sexuality, religious beliefs).
· Criminal offence data: information about criminal allegations/convictions.
· Processing: anything we do with data (collect, store, share, delete).
· Data subject: the person the data relates to (you).

[bookmark: _Toc227612169]4. What data we collect

[bookmark: _Toc227612170]4.1 Website and enquiries
We may collect:

· name, email, phone number
· location (e.g., local authority area or postcode area)
· your relationship to sibling kinship care (carer/dependent sibling/other)
· basic information about what support you are seeking
· referral source (self-referral, school, local authority, charity partner)
· communication preferences

[bookmark: _Toc227612171]4.2 Mentoring/Counselling clients (additional)
We may collect:
· date of birth and contact details
· emergency contact details
· GP details (with consent and/or if needed for safeguarding/clinical safety)
· safeguarding information and risk information (where relevant)
· session notes (brief, purpose-limited)
· outcomes/feedback forms (usually anonymised or pseudonymised where possible)

[bookmark: _Toc227612172]4.3 Peer support group participants (additional)
We may collect:

· name and contact details
· group cohort allocation and attendance
· basic group suitability information (e.g., availability, general themes)
· feedback/evaluation responses

[bookmark: _Toc227612173]4.4 Volunteers, students and mentors/counsellors (Phase Two onwards)
We may collect:
· contact details, references, qualifications
· DBS status (and certificate number/date as necessary)
· training records and supervision arrangements
· emergency contact details
· disciplinary/complaints records (if applicable)

[bookmark: _Toc227612174]4.5 Donations and fundraising
We may collect:
· donor name and contact details
· donation amounts and dates
· Gift Aid declarations (once HMRC registered)
· communications preferences

[bookmark: _Toc227612175]4.6 Automatically collected data (website)
Depending on website settings (e.g., Wix analytics), we may collect:
· IP address (or partial IP)
· device/browser information
· pages visited and referral links. This data helps us understand how our website is used. We aim to minimise use of unnecessary tracking and will use cookie controls where applicable.

[bookmark: _Toc227612176]5. How we use your data (purposes)
We use personal data to:
1. respond to enquiries and provide requested support
2. assess suitability and allocate mentoring/counselling or peer support spaces
3. deliver online mentoring/counselling and support safely (including risk/safeguarding)
4. manage waiting lists and appointment scheduling
5. keep appropriate records for governance, quality and safeguarding
6. collect feedback and monitor outcomes to improve services and report impact to funders (usually anonymised)
7. manage fundraising, donations and (where applicable) Gift Aid
8. meet legal and regulatory obligations (e.g., safeguarding, Charity Commission requirements once registered)

[bookmark: _Toc227612177]6. Lawful bases for processing (UK GDPR Article 6)
Sibling Kinship relies on one or more of the following lawful bases:

· Consent (Art. 6(1)(a)): e.g., when you opt into newsletters, provide an informed consent form for mentoring/counselling, or consent to us contacting your GP.
· Contract (Art. 6(1)(b)): where we agree to provide a service you request (limited use in charities; may apply to service arrangements).
· Legal obligation (Art. 6(1)(c)): e.g., where we must share safeguarding concerns.
· Vital interests (Art. 6(1)(d)): where there is an immediate risk to life.
· Legitimate interests (Art. 6(1)(f)): e.g., basic service administration, safeguarding oversight, governance and preventing fraud, provided your rights are not overridden.

We will explain the relevant lawful basis at the point we collect data where appropriate.

[bookmark: _Toc227612178]7. Special category data (UK GDPR Article 9)
Because we provide mentoring/counselling and support, we may process special category data (health/mental health, trauma history, family circumstances). We will only do so where an Article 9 condition applies, most commonly:
· Explicit consent (Art. 9(2)(a)) via mentoring/counselling consent forms, and/or
· Safeguarding/substantial public interest (Art. 9(2)(g)) with Data Protection Act 2018 Schedule 1 conditions, and/or
· Vital interests (Art. 9(2)(c)) where someone cannot consent and there is a risk to life.

Where explicit consent is our basis, you can withdraw consent—however, this may affect our ability to provide mentoring/counselling safely. Withdrawal does not affect processing already carried out.

[bookmark: _Toc227612179]8. Who we share your data with
We do not sell your data.

We may share data only when necessary and proportionate, with:

· Statutory safeguarding agencies (children’s services, adult safeguarding teams, police) where there are safeguarding concerns
· NHS services/GPs (where necessary for safety, and where consent has been given unless urgent/vital interests apply)
· Partner referral organisations (only with your consent, or where safeguarding/legal obligation applies)
· Professional supervisors of mentoring/counsellors (case discussion is usually anonymised; identifiable data only where necessary for clinical safety and subject to confidentiality)
· Service providers/processors (e.g., Wix, email providers, Microsoft Teams) who process data on our behalf under their terms and appropriate safeguards

Where we use suppliers, we aim to choose reputable providers and use available security settings to protect data.

[bookmark: _Toc227612180]9. International transfers
Some of our digital service providers may store or process data outside the UK. Where this happens, we will take reasonable steps to ensure appropriate safeguards are in place (e.g., adequacy regulations, standard contractual clauses, or equivalent measures made available by the provider).

If you want details of specific providers and locations, contact our Data Protection Lead.

[bookmark: _Toc227612181]10. How we keep your data secure
We take appropriate technical and organisational measures, including:
· limiting access to those who need it (need-to-know)
· strong passwords and (where available) multi-factor authentication
· using encrypted/secure platforms for mentoring/counselling (e.g., Microsoft Teams)
· storing records in secure, access-controlled systems
· minimising data held in emails and avoiding sensitive detail where possible
· ensuring trustees/staff/mentors/counsellors do not store personal data on unsecured personal devices where avoidable
· regular review of who has access to data

If we become aware of a personal data breach that risks people’s rights and freedoms, we will act promptly, including reporting to the Information Commissioner’s Office (ICO) where required and notifying affected individuals where appropriate.

[bookmark: _Toc227612182]11. Data retention (how long we keep it)
We keep personal data only as long as necessary for the purpose we collected it, including safeguarding, service delivery, and legal/regulatory requirements.

Typical retention approach (high level):
· Enquiries/waiting list: retained for a limited period, then securely deleted if no engagement occurs.
· Mentoring/Counselling records: kept for a defined period after support ends to manage risk, safeguarding and continuity, then securely deleted.
· Safeguarding records: may be retained longer where justified due to risk and legal responsibilities.
· Donations/Gift Aid: kept as required for HMRC and accounting rules.

Sibling Kinship maintains an internal Retention Schedule which can be summarised on request.

[bookmark: _Toc227612183]12. Your rights (data subject rights)
Under UK GDPR you have rights including:
· Right to be informed about how we use your data
· Right of access to the personal data we hold about you
· Right to rectification (correct inaccurate or incomplete data)
· Right to erasure (“right to be forgotten”) in certain circumstances
· Right to restrict processing in certain circumstances
· Right to data portability (where processing is based on consent/contract and automated)
· Right to object (where we rely on legitimate interests)
· Rights related to automated decision-making/profiling (we do not use automated decision-making for access mentoring/counselling)

Important: These rights are not absolute. For example, we may need to retain some information for safeguarding, legal obligations, or legitimate organisational reasons.

To exercise your rights, contact: siblingkinship@outlook.comWe may ask for proof of identity to protect your privacy. We aim to respond within one month.

[bookmark: _Toc227612184]13. Cookies and website analytics

Our website may use cookies and analytics tools (e.g., via Wix) to:
· make the site work properly
· understand usage and improve content

Where required, we will provide cookie information and choices through the website. You can also manage cookies through your browser settings.

[bookmark: _Toc227612185]14. Marketing communications (newsletters)
We will only send newsletters or marketing updates if you have opted in (consent). You can unsubscribe at any time by:
· using the unsubscribe link (where provided), or
· emailing siblingkinship@outlook.com with “unsubscribe” in the subject line.

We will not send marketing communications to children without appropriate safeguards and consent arrangements.

[bookmark: _Toc227612186]15. Children’s data
Sibling Kinship recognises that children and young people may access services (especially from Phase Three onwards, and potentially earlier where family work includes dependent siblings).

We will:
· collect the minimum necessary data,
· consider capacity/consent and parental responsibility as appropriate,
· prioritise safeguarding and confidentiality,
· ensure mentors/counsellors working with children have appropriate checks (e.g., enhanced DBS), training and supervision.

[bookmark: _Toc227612187]16. Complaints about data protection
If you have concerns about how we handle your data, contact our Data Protection Lead first so we can try to resolve it:

Email: siblingkinship@outlook.com  Tel: 07957 239820

You also have the right to complain to the Information Commissioner’s Office (ICO):

· Website: https://ico.org.uk/make-a-complaint/
· Helpline: 0303 123 1113

[bookmark: _Toc227612188]17. Policy governance and review
· This policy is approved by the Board of Trustees and reviewed at least annually, or sooner if services change (e.g., expansion of mentoring/counselling provision, new platforms, new staff/volunteers, or grant-making).
· All trustees, staff, volunteers, mentors and counsellors must follow this policy and complete any required data protection training relevant to their role.
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